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1 INTRODUCTION 

 In MyGinnieMae, Organization Administrators are privileged users who control system access, assign Functional Roles, 

and perform other user management activities.  These individuals are responsible for ensuring that End Users at their 

respective organizations are provided the appropriate level of access for their business role with Ginnie Mae. 

The purpose of this document is to familiarize Organization Administrators with MyGinnieMae functionality relevant to 

their role.  Organization Administrators would have previously performed the Security Officer role in GMEP 1.0 or the 

Enrollment Administrator role in GinnieNET.  Since an Organization Administrator is also a user of MyGinnieMae, refer to 

the MyGinnieMae End User Guide for functionality common to all users of the portal. 

Ginnie Mae is modernizing its Securitization Platform technology, processes, and related policies in response to the 

growing need for increased transparency and improved service delivery to its Issuers and Investors.  Ginnie Mae has 

already successfully developed a single gateway to Ginnie Maeôs systems, applications, and resources through a Portal 

called MyGinnieMae.  MyGinnieMae will eventually replace the Ginnie Mae Enterprise Portalðmore commonly known as 

GMEP 1.0ðand will serve as a primary platform for extending information technology capabilities to the Ginnie Mae 

community.  MyGinnieMae delivers features that specifically address the business constraints, security concerns, and 

compliance issues that hinder GMEP 1.0 today. 

MyGinnieMae provides security controls that adhere to the Federal Information Security Management Act of 2002 (FISMA) 

and Federal Identity, Credential, and Access Management (FICAM) implementation guidance.  It serves as the centralized 

security control for Ginnie Mae portals and applications, as well as providing identity management for its users.  It also 

provides users with an industry-standard secure method for access to client portals and integrated applications. 

The MyGinnieMae Portal includes multi-factor authentication to improve security and reduce identity administration costs.  

It will also connect to applications as defined in the application prioritization briefing to include enabling federated Single 

Sign-On to GMEP 1.0 and GinnieNET. 

Among the benefits provided to Ginnie Mae stakeholders are: 

¶ Improved cyber security operations by reduced reliance on basic username and password, thus aligning more 

closely to Federal Identity, Credentials, and Access Management (FICAM) and The National Institute of Standards 

and Technology (NIST) compliant Single Sign-On and multi-factor authentication schemes. 

¶ Reduced technology operational expenses by a fully automated new user registration process and user self-

service capabilities like password reset, application access requests, and delegated account administration. 

¶ Improved technology governance and compliance capabilities such as automated role management, Segregation 

of Duties (SoD) monitoring, and centralized audit reports. 

1.1 Application Overview 

1.1.1 Access Management Console  

The MyGinnieMae Access Management Console (AMC) is used to register new MyGinnieMae users, to grant access to 

modernized business applications (for example, the Multifamily Pool Delivery Module (MFPDM)) as well as legacy 

business applications (that is, GMEP 1.0 and GinnieNET), and to manage existing Portal user accounts. Current 
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Security Officers and Enrollment Administrators will become privileged users known as Organization Administrators and 

utilize AMC to manage the users within their organization. 

Organization Administrators will send a registration invitation, approve user registration, initiate and approve access 

requests, manage user information within the permitted organization, and perform additional responsibilities as identified 

by Ginnie Mae. 

1.2 Security Protocols 

Refer to Section: Security Protocols in the MyGinnieMae Portal Getting Started Manual. 

1.3 Authorized Use/Permission 

Refer to Section: Authorized Use/Permission in the MyGinnieMae Portal Getting Started Manual 

2 SYSTEM PREREQUISITES 

Before being granted access to the MyGinnieMae Portal, the user must complete the registration process.  Privileged 

users called Organization Administrators, formerly known as Security Officers and Enrollment Administrators, facilitate 

the registration and access provisioning process within each organization.   

Refer to Section: System Prerequisites in the MyGinnieMae Portal Getting Started Manual. 

3 GETTING STARTED 

The following sections detail common actions taken by Organization Administrators to access MyGinnieMae Access 

Management Console (AMC).   

3.1 Logging on to MyGinnieMae 

Refer to the Section: Logging into MyGinnieMae in the MyGinnieMae Portal Getting Started Manual.  

3.2 Navigating to the Access Management Console 

The Access Management Console (AMC) is the user interface used by Organization Administrators to manage user 

accounts and retrieve system audit reports for their organization.   

1. From the Global Header of any page,  

a. Select Tools  

b. Select Access Management Console 
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Figure 1 ï Tools Drop-Down Menu 

2. Select Yes when prompted to open the AMC within this existing MyGinnieMae Portal window. 

 

Figure 2 ï Portal Warning 

3. The system will open the AMC in a new browser window. 

 

Figure 3 ï AMC Landing Page ï Organization Administrator 

3.3 Exiting  

When exiting the Access Management Console (AMC) Organization Administrators may choose to return to My 

Dashboard in the MyGinnieMae portal to continue working in Ginnie Mae business applications or to leave the portal 

completely. Below are instructions and implications for each method of leaving the AMC.   

3.3.1 Exiting the Access Management Console and Returning to MyGinnieMae 

1. To exit the Access Management Console and navigate back to My Dashboard in the portal.  

a. Select down arrow  beside Links on the toolbar at the top of the page. 



MyGinnieMae Portal | Access Management Console Manual v 2.5 |  13 

b. Select MyGinnieMae Portal 

 

Figure 4 - Return to MyGinnieMae Portal 

3.3.2 Exiting the Access Management Console and MyGinnieMae 

Organization Administrators may simultaneously exit the AMC and MyGinnieMae portal by following the instructions the 

following instructions: 

NOTE: If the user has any legacy system sessions open in other windows those sessions must be exited separately to 

securely end all portal activity. 

1. To exit the Access Management Console, simultaneously closing the Portal session, 

a. Select the down arrow  beside the username on the toolbar at the top of the page 

b. Select Sign out 

 

 

 

Figure 5 - Exit Access Management Console 

NOTE: Upon signing out of the AMC, the userôs portal session is terminated.  To return, the user will need to follow the 

login steps in Section: Logging into MyGinnieMae. 
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4 USING THE APPLICATION 

The following sections detail common actions taken by Organization Administrators to onboard new users, request 

functional roles, and manage existing user accounts.  The complete Onboarding Workflow automates the user account 

registration and access request provisioning processes and provides an audit history of user access. 

4.1 Outlook Rules for Email Notifications 

During the onboarding of End Users Organization Administrators will receive several email notifications for each user. 

The steps below provide guidance on how to setup the Outlook rule for segregation of notifications generated to the Org 

Admin Group versus messages regarding your individual MyGinnieMae account. It is recommended to do this before you 

begin onboarding End Users to ensure registration and access notifications for those actions are easily managed and 

important notifications about your own user account access are not missed. 

4.1.1 Outlook Rule for Organization Administrator Group Notifications 

Each Organization Administrator will receive several notifications relating to registration and access workflow items for 

each End User in their organization. If the Org Admin would like to automatically move those notifications from the Inbox 

to a designated folder, the following criteria will assist. For detailed instructions on creating a Rule in Microsoft Outlook 

visit Microsoft Office Support at  https://support.microsoft.com/en-us and search ñManage email messages by using 

rulesò. 

Criteria: 

From: donotreply_access@ginniemae.gov 

Subject contains  

"Action Required: User Registration Request for Approval" 

"Action Required: Access Request for Approval" 

"New Functional Role Assignment" 

"Action Required: RSA Token Role Assignment" 

Target folder: Any user defined outlook folder. In the screenshot provided below, OrgAdminNotification is the user defined 

folder. 

 

This rule will mark all the notifications for the following actions: 

¶ New user registration approval 

¶ Access request approval 

¶ New functional role assignment notification  

¶ RSA token role assignment notification 

The outlook rule description can be seen in the figure below: 
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Figure 6 - Outlook Rule for Organization Administrator Group Notifications 

4.1.2 Outlook Rule for Individual Account Notifications 

Organization Administrators will receive key notifications to their Inbox relating to their own individual portal account. If 

the Org Admin would like to automatically move those notifications from the Inbox to a designated folder, the following 

criteria will assist. For detailed instructions on creating a Rule in Microsoft Outlook visit Microsoft Office Support at  

https://support.microsoft.com/en-us and search ñManage email messages by using rulesò. 

Criteria: 

From: donotreply_access@ginniemae.gov 

Subject contains  

"MyGinnieMae Password Change Confirmation" 

"Final Password Expiration Notice" 

"Password Expiration Warning" 

"Ginnie Mae OTP Code" 

"Welcome to MyGinnieMae Registration" 

"Welcome to the MyGinnieMae Portal" 

Target folder: Any user defined outlook folder. In the screenshot provided below, άMyNotification" is the user defined folder. 

https://support.microsoft.com/en-us
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This rule will move all the notifications for the following actions: 

¶ One-Time PIN (OTP) generation 

¶ Password about to expire 

¶ Password expired 

¶ Password changed confirmation 

¶ MGM Portal registration invitation  

¶ MGM Portal successful registration 

The Outlook Rule Description can be seen in the figure below: 

 

 

Figure 7 - Outlook Rule for Individual Account Notifications 

4.1.3 Change Password via the AMC 

If an administrator using the Access Management Console (AMC) would like to change their login password, the Org 

Admin can do this from the AMC Landing Page, rather than navigating back to the Portal. To change the login password 

from the AMC Landing Page, the Org Admin should follow these steps: 

1. Select the down arrow  next to their username in the corner of the screen to display the menu. 
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Figure 6 ï AMC Dropdown Menu 

2. Select Change Password. 

3. The system redirects to the Change Password screen. 

a. Enter the Current Password 

b. Enter the New Password (Must comply with the Password Policy)  

c. Confirm New Password  

d. Select Submit. 

 

Figure 7 ï AMC Change Password Screen (Filled-In) 

4. A message will display confirming the password change was successful. Users can then select ñReturn to Portalò to 

proceed. 

 

Figure 8 ï Password Change Successful Message 

 

NOTE: If the user enters the incorrect current password, they will receive an ñAt least one of the provided passwords 

failed validationò error message 
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Figure 9 ï Password Failed Validation Error Message 

4.2 Onboarding End Users - Registration & Access Workflow 

Organization Administrators are responsible for providing access to Ginnie Mae business systems via MyGinnieMae for 

End Users within their organization. This is done through an automated Onboarding Workflow in the  Access Management 

Console (AMC). This section contains instructions for Org Admins on how to request and approve new user registration 

and assign access via functional role assignments.  

NOTE: Separation of duties within the registration and access request workflows do not allow the Organization 

Administrator to initiate a registration and approve that same registration or request access via Functional Role 

assignment and approve that same access request.  A minimum of two Organization Administrators is therefore required.  

From an operational perspective, it is recommended that an organization have more than the minimum of two Organization 

Administrators. 

 

Figure 10 - MyGinnieMae Onboarding Workflow 

4.2.1 New User Registration 

To create a new user account in MyGinnieMae, an Organization Administrator initiates the workflow via an email invitation 

sent to the End User within their organization as follows: 

1. Follow the instructions for Logging into MyGinnieMae 

2. Navigate to the Access Management Console. 

3. Select New User Registration tile. 
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Figure 11 -  Access Management Console Landing Page 

4. The system opens the New User Registration interface in a new window.  

a. Select Applications from the menu on the left  

b. Select User Registration to open the User Invitation form in a new window. 

 

Figure 12 ï New User Registration Interface 

NOTE: Web browser pop-up blockers must be disabled in order for the User Request form to open.  See Disable Pop Up 

Blocker. 

5. Complete the following fields in the User Request Form:  

¶ Title 

¶ First Name (alphabetic, hyphen, or underscore only) 

¶ Middle Name (optional, alphabetic, hyphen, or underscore only) 

¶ Last Name (alphabetic, hyphen, or underscore only) 

¶ Job Title (do not enter a job title greater than 30 characters) 

¶ Org ID dropdown (Org Admins will only see Org IDs for which theyôve been assigned the privileged role to perform user 

access and management functions) 

¶ Email (use only lower-case characters to register; not mixed or upper case).  The email domain is validated against a 

whitelist of valid domains based on organizations with which Ginnie Mae works.  If domain changes are needed for an 

organization, contact the Ginnie Mae Customer Support Hotline. 

 

NOTE: The Org ID selected should be the Home Org which employs that user. Users may be provided access to conduct 

business under additional Org IDs through the Section: Request for Functional Role. 

 

6. Select Submit. 
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Figure 13- User Request Invitation Form 

NOTE: It is not necessary to attach any files to this form.  Attached files are not communicated in any way to the End 

User or other Organization Administrators. 

7. After submission, the User Invitation Form closes automatically.  An email is automatically sent with a unique URL 

to the End User to complete their registration within 24 hours. 

 

Figure 14ï New User Registration Interface 

8. If sending additional invitations, repeat steps 4 through 6.  If not, close the New User Registration interface.   

After the End User completes registration, a second Organization Administrator reviews and approves the request (See 

Approve a New User Registration). 

4.2.2 Approve a New User Registration 

Once an End User has completed and submitted the User Registration Form, all the Organization Administrator for the 

End Userôs Org ID, except the one who sent the Registration Invitation to that End User, will be notified via email to 

approve the User Registration request.  The following steps describe how to approve those requests. 



MyGinnieMae Portal | Access Management Console Manual v 2.5 |  21 

 

Figure 15- User Registration Approval Request Notification Email 

NOTE: Selecting the hyperlink in the email notification will navigate directly to the MyGinnieMae Login Page. 

1. Follow the instructions for Logging into MyGinnieMae. 

2. Navigate to the Access Management Console. 

3. Select Pending Approvals tile.   

NOTE: When the Pending Approvals module is loading, the system displays a loading bar at the top of the page to indicate 

the progress.  Once the Pending Approvals have loaded, the system automatically expands any sections with a Pending 

Approval. 

 

Figure 16- Access Management Console Landing Page 

4. Review the table under the ñUser Registration Approvalò accordion which displays the list of available registration 

requests awaiting approval.  
















































































































